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Clausula de exencidn de responsabilidad

El presente documento se proporciona con el objeto de divulgar las alertas que
el BCSC considera necesarias en favor de la seguridad de las organizaciones y
de la ciudadania interesada. En ningun caso el BCSC puede ser considerado
responsable de posibles dafios que, de forma directa o indirecta, de manera
fortuita o extraordinaria pueda ocasionar el uso de la informacién revelada, asi
como de las tecnologias a las que se haga referencia tanto de la web de BCSC
como de informacién externa a la que se acceda mediante enlaces a paginas
webs externas, a redes sociales, a productos de software o a cualquier otra
informacion que pueda aparecer en la alerta o en la web de BCSC. En todo
caso, los contenidos de la alerta y las contestaciones que pudieran darse a
través de los diferentes correos electronicos son opiniones y recomendaciones
acorde a los términos aqui recogidos no pudiendo derivarse efecto juridico
vinculante derivado de la informaciéon comunicada.

Clausula de prohibicion de venta

Queda terminantemente prohibida la venta u obtencién de cualquier beneficio
econdmico, sin perjuicio de la posibilidad de copia, distribucion, difusién o
divulgacién del presente documento.
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1. Resumen ejecutivo

El RAT Remcos ha emergido como una herramienta de ciberespionaje y
cibercrimen versatil y peligrosa, destacando su capacidad para control remoto,
captura de datos sensibles y despliegue de cargas adicionales. Su distribucion a
través de técnicas sofisticadas de phishing, paginas web comprometidas y
explotacién de vulnerabilidades refleja su adaptabilidad y capacidad de
infeccion.

Se ha observado su uso en diversas campafias globales, como, por ejemplo,
contra organizaciones ucranianas a través de correos electrénicos (phishing) en
febrero de 2023 o contra empresas europeas de diferentes sectores a través de
ficheros adjuntos infectados que descargan el malware Remcos.

Ademas, debido al facil acceso a este software, se ha podido observar que el
RAT Remcos ha afectado a varios paises alrededor del mundo. Entre ellos, se
han identificado ataques especificos en Europa y Estados Unidos, y a sectores
tan diversos como instituciones financieras, gobiernos, medios de
comunicacion, ... Estos ataques globales reflejan la amplia distribucion y el uso
versatil de Remcos en diferentes tipos de campanas maliciosas.

Por ultimo, indicar que la capacidad de robo de informacién confidencial de
Remcos RAT puede llevar al uso ilegitimo de estos datos sensibles, produciendo
posibles chantajes o el uso de los datos de la organizacion para su utilizacion en
otros ataques sofisticados a gran escala. Pudiendo provocar un dafio irreparable
a las organizaciones afectadas por este malware.
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2. Analisis técnico

Introduccién

Remcos (acronimo de Remote Control & Surveillance Software) es un software
de vigilancia y herramienta comercial de acceso remoto (RAT) desarrollado por
la empresa de ciberseguridad Breaking Security asentada en Roma (Italia). Dicha
empresa vende y distribuye este sofware como una herramienta legitima en su
sitio web (https://breakingsecurity.net/remcos/) a través de un modelo
freemium con una versién pro a un precio aproximado entre 79 € y 1295 £,
dependiendo del tiempo de suscripcion y licenciamiento. Ademas, se permite el
pago a través de pasarelas de pago y criptomonedas.

BreakingSecurity.net A Inicio i Tienda 4 Productos v 8¢ Servicios v 28 Recursos Vv Contacto & Clientes W

£Tienés un cupén?

Detalles Personales Detalles de tu orden

Direccién de correo electrénico *
Remcos Professional - Licencia de empresa x 1 €1,295.00
Total ($) €1,295.00
Nombre * Apellidos * Total €1,295.00

O PayPal o tarjeta de crédito

e b1 T e Lusl-—-

O Bitcoin
Pais / Regién *
"ay Using @Coin?ayments
Espafia
Pague con varias monedas digitales, que incluyen:
Ethereum, Tron, USDC, USDT

O Perfect Money Qkaticmed
N

B He leido y acepto el sitio web Términos y Condiciones *

Direccién *

. PLACE ORDER
Cédigo postal *

llustracion 1: Pagina de pago del malware Remcos

Remcos es un software completamente nativo, desarrollado para versiones de
Windows, desde Windows XP hasta Windows 11, tanto para plataformas de 32
como de 64 bits. Y permite obtener de forma remota el control total de otro
equipo informatico.

Esta aplicacion esta desarrollada utilizando dos lenguajes de programacion: C++
para el Agente y Delphi para el Controlador. A pesar de ofrecer acceso a una
amplia gama de funciones, el Agente de Remcos, mantiene un tamafio reducido,
aproximadamente 482 kb.


https://breakingsecurity.net/remcos/
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Su arquitectura esta basada en un modelo agente — controlador:

- Controlador: Permite la administracion y control de los sistemas remotos
infectados a través de las funcionalidades y caracteristicas desplegados
en cada agente. Y la obtencion de toda la informacion detallada del equipo
infectado y la actividad que esta realizando.

@ Remcos v4.9.3 Light - [m] K
@ Conexiones (2) & Servidores Proxy 4 Tareas & ion Local 3 DeAgentes [2] Eventos (8) @ Acercade
Bed @E/afar| e
Ubicacion Nombre Asignado  Ordenador/Usuario Sistema Operativo Latencia Ventana Activa System Uptime Idle Time
‘Z=Spain, ... RemoteHost DESKTOP-9VH1I00/prueba  Windows 10 Home (64 bit) Ping sent..  Cuadro de mensajes 46m om
2= Spain, ... RemoteHost DESKTOP-9VH1I00/prueba_Windows 10 Home (B4 hit\ 0 Remcos v4.9.3 Light 48m om
8 Centro De Control Ctrl+C
‘ Sistema :T
[ Vigilancia @ Cémara Shift+F1 ‘
Red i | Cesione Shifl &2 Informacion Del Sistema
Comms *| B8l Keylogger Shit:2 1/ ComplUser  DESKTOP-SVH1I00!...
Extra » @ Registrador de pantalla Shift+F4 #»0s Windows 10 Home (...
Remcos » [ Historial De Navegadores Shift+F5 @ Latency oms
Cocal > ®  Recuperacién De Contrasefia Shift+F6 -y 408
{ @ Recuperacién De Cookies Shift+F7 gc": HIPAR) Corail -
&/ Notificacion De Actividad Shift+F8 bl :;?e ::‘e ;smm
[Jwindow  Remcos v4.9.3 Light
< >

@ Listening Ports: 2404 Selected: DESKTOP-8VH1100/prueba y Connected | DESKTOP-8VH1I00/prueba

[lustracidon 2: Pantalla del controlador del malware Remcos

 Centro De Control Remcos | DESKTOP-8VH1100/prueba = X
Sistema Vigilancia Red Comms Extra Remcos Local
Uso de RAM
& Ver informacion completa del sistema
— 42% (1,7GB/4GB)
Informacion Del Sistema
léf] Computer/User name: DESKTOP-SVH1100/prueba _
# Operative System: Windows 10 Home (64 bit) Uso de CPU
# 0OS Version: 10.0, Build 19045
@ System Uptime: 44m
@ Idle Time: 1m
[ Active Window: Centro De Control Remcos | DESKTOP-8VH1I001/...
Hardware Red
@ Computer Model: VirtualBox () status: Connected
- RAM: 4GB @ Latency: 0ms
# CPU: Intel(R) Core(TM) i5-10210U CPU @ 1.60GHz Security: None (Unencrypted)
3 GPU: VirtualBox Graphics Adapter (WDDM) a @ Remote IP address: 127.0.0.1
“@Local Connection Add... 127.0.0.1
S, TCP Port: 2404
Directorios Remcos Configuracion De Remcos
¥ Process: C:\Users\prueba\Desktop\remcos_a.exe [-‘j] Privilege Level: Limited
@ Assigned Name: RemoteHost
&5 Version: 4.9.3 Light
@E] Install time: 20 dic. 2023, 15:11:58
Lﬁ Agent Type: Exe
= Mutex: Rmc-HJQDEU
Registro De Eventos Geolocalizacion
Tipo Hora Evento = System Locale: Spain
& info 15:11:58:675 ... Connected == Country: Spain (ES)

Ilustracion 3: Centro de control de un agente
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- Agente: Instalados en cada equipo infectado remoto, con la capacidad de
ocultamiento en los sistemas, permite la recoleccion y envio de la
informacién robada, asi como la ejecucion de los comandos recibidos
desde el controlador. Los agentes son creados desde el controlador con
las caracteristicas, funcionalidades y configuraciones de comunicacién
definidas por el atacante. Ademas, Remcos RAT permite la creacién de
perfiles con configuraciones predefinidas para usarlas en compilaciones
de agentes posteriores.

@ Remcos v4.9.3 Light — m} X
@ Connections & Proxy Servers € Automatic Tasks ¢S} Local Settings R Agent Builder EventLog (1) @ About
;,; Connection [ " i
¥ installation [:] Install Remcos (AutoStart on Windows startup) (PRO Edition only?)
¢ Stealth Installation Directory . Admin Privileges
Keylogger folder: filename: 0 ) .
= iog0 e S & [] Automatic Elevation =)
% Surveillance ProgramData Remcos rEMCOS.exe z 3 »
. [ pisable UAC {requires admin privileges)
X‘ Build
L Startup Methods Additional Options: Watchdog Module
Builder Profiles G Run L2 ) Hide file [] Protect File & Process @
5 Save profile Lo Delete original file [[] Protect Registry entries
L eriRur
4 Load profile Mutex
‘Rmc <2
&) Info
@ No ports listening . Update check succeeded. You already have the latest version.

llustracion 4: Configuracion de un agente de Remcos

onnections roxy Servers ») Automatic Tasks Local Settings nt Builder  [=] EventLog About
@c Proxy S T S R Agent Buide: E
vf Connection Assigned name Builder Output
Installation —_— =
49,
4 Stealth l,RemMeHDSt J . Remcos v4.9.3 Agent Builder
Keylogger ——— | () Buider started! Time: 14:54:03
% Surveilance Agent selection
X’ Build Light (exe) v | # Visible Mode enabled
| v/Addmg connection address: 127.0.0.1:24040 (Unencrypted)
Builder Profiles Pacter geliction . Generated mutex: Rmc-KNBRIF
1 Save profie e v L) Loading Stub: Light (exe)
Build Profile . Extracting stub: C:\Users\prueba\Desktop\remcos_a.exe
&+ Load profile =
D Save profile on build . Saving settings to stub...
@ Info s . Compressing file using UPX...

L remcos_a.exe size: 211 KB
O remcos_a.exe successfully buit!

Packer output

,\ Build Agent UPY 3.96 arkus er  Jan 23rd 2020

Open Build Folder

Packed 1 file.

@ Mo ports listening

[lustracion 5: Creacidn del agente instalable de Remcos
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Si el agente del sistema infectado esta compilado en modo visible se
podra visualizar y verificar que la conexion ha sido establecida con el
controlador, como, por ejemplo

B C:\Users\prueba\Desktop\remcos_a.exe — O X

Remcos v4.9.3 Light
© BreakingSecurity.net

:499 i | Remcos Agent initialized
| Access Level: User
i | Connecting TLS Off | 127.0.0.1:2404
i | Connected | TLS Ooff 127.0.0.1:2404
i | KeepAlive Enabled | Timeout: 6©

Ilustracion 6: Agente desplegado en la maquina victima

En cuanto a las comunicaciones entre el agente y el controlador, Remcos utiliza
una conexion TCP cifrada TLS v1.3, utilizando cifrado AES-128 y sin servidores
intermedios, lo que proporciona las siguientes funcionalidades:

1. Conexidn cifrada: Los datos transmitidos entre el Controlador y el Agente
son cifrados con un algoritmo AES-128, lo que evita ataques de tipo man
in the middle o interceptacion de los datos a través de sniffing.

2. Autenticacion mutua de las comunicaciones mediante certificados TLS:
Tanto el controlador Remcos como el agente se autentican entre si,
permitiendo al controlador asegurarse de que la conexion llega desde un
Agente previamente registrado y al agente le permite asegurarse de que
esté conectado con el controlador correcto.

3. Proteccion del controlador frente a accesos no autorizados: El uso del
controlador puede estar protegido por contrasefa para evitar que un
usuario no autorizado se haga con el control del controladory los agentes.
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@ Remcos v4.9.3 Light

@ Connections S Proxy Servers ) Automatic Tasks {8} Local Settings 3 Agent Buider EventLog (1) @@ About

e Congection Listening Ports Add Listening Port

45} Preferences

[@ Sshortcuts Port: TLS: TCP Port:

& Ping & KeepAlive

() P Blackist

1 Update [] Secure Connection (TLS 1.3)

'l Add Port

Save settings o
| ﬂ Manual Save
AutoSave ! Set Connection Key

4&:)? How To setup connection

@ About Connection Security (TLS)

My Public IP:

& |

@ no ports listening

(L) Update check succeeded. You already have the latest version.

llustracién 7: Configuracién de la configuracion

Remcos permite obtener las siguientes capacidades y funcionalidades en el
equipo remoto con el objetivo de ocultarse, obtener informacién y ejecutar
diferentes acciones:

o Obtener capturas de pantalla remotas: permite ver y controlar las
pantallas remotamente.

@ Captura de pantalla | RemoteHost | DESKTOP-9VH1I00/prueba

@ Conexiones (1) & servidores Proxy
Bed d2E/20a
Ubicacion Nombre Asignado  Ordenador/

T=Spain, ... RemoteHost DESKTOP-4 /8
= Spain RemoteHost DESKTOP-S

acE ms s e
Informacion Del Sistema
[/ Comp/User DESKTOP-SVH1I00L...

& os ‘Windows 10 Home (...
@ Latency 173ms
® Rran 42% 1,7/4 GB

CPU 68%

[Jwindow  Captura de pantalia|...

R D @ m G, W

Entrada Remota Opciones Intervalo (segundo  Monitors: 1 T
< Teclado [[]Resolucién Original =] | [7:Generic Non-PnP Montor ~| 12 =
@ Listening Ports: 2404 Clics Del Ratén/Ruec [/ Mostrar Cursor Remot E [
. [[] Movimiento DelRaté [ Inicio automatico [ ] ] [o] [@
Status: Started. Res: 1280x960 Codec: Lossless Frame Size: 106.7KB  Frame Time: 15:36:16:850

llustracion 8: Captura de pantalla remota

o Administrar remotamente procesos y archivos.
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@ Conexiones (1) & Servidores Proxy 4D Tareas Autométicas {8} Configuracién Local 3% Generador De Agentes Eventos (11) @) Acercade
Be @ @E|a00a > @

| x
Ubicacign  Mombre Asio &% programas Instalados | RemoteHost | DESKTOP-0VH1100/prueba | Windows 10 Home (64 bit) - m] X
E?D:m“ Nombre Versién Date Installed  Publisher Ubicacién Uninstal string
¥ Microsoft Edge 92.0.902.67 20231220  Microsoft Corporation C:VProgram Files (x86)\Microsoft\Ed...  "C:\Program Files (x86)MicrosoftiEd
' Microsoft Edae Update 1.3.147.37 )
ias se
El Sistema
r DESKTOP-9VH1I00/.
‘Windows 10 Home (.
oms
41% 1,6/4 GB
8%
1hém
< > om
TJWIoW~  Programas Instalado
< >
Listening Ports: 2404 Selected: DESKTOP-9VH1I00/prueba ﬁtunnemed DESKTOP-9VH1100/prueba
Ilustracion 9: Captura de programas instalados
o Editar el registro del equipo remoto.
®
2 cCconnecti ] ade =1 -
N # Registry Editor | RemoteHost | DESKTOP-GVH1IQ0/prueba | Windows 10 Home (64 bit) — [m] =
= @ |
- HKEY_CLASSES_ROOT Name Type Data
Location - HKEY_CURRENT_CONFIG
== Spain, Baral HKEY_CURRENT_USER
- HKEY_LOCAL_MACHINE
HKEY_USERS
i = s e
KTOP-SWH 1100/
[dows 10 Home (...
b
1,6/4 GB
b
istry Editor | Rem.
< [14:50:35:334] Regedit Socket connected!
Listening Ports: 2404 Selected: DESKTOP-SWH1100/prueba L&" Connected | DESKTOP-9WH1100/prueba
llustracion 10: Edicion remota del registro
. ,

o Ejecutarlalinea de comando de forma remota: Abre una Shell en el
sistema infectado, permitiéndole usar su linea de comando de
forma remota.

@

% Cconnections (1}
- @ | W

Location

3 Proxy Servers <5 tomatic Tasks {63 Local Settings 3% Agent Builder Eventlog (14} @B About
Bl Remote Command Line | 127.0.0.1 | DESKTOP-9VH1100/prueba | Windows 10 Home (64 b...  — o >

= Spain, Barak...

| s s &

User DESKTOP-9WH1IOO/...
Windows 10 Home (.

cy oms
40% 1,6/4 GB
9%
ne 27m
ime. om
o Remote Command Li

Remote CommandLine started!

T

Listening Ports: 2404 Selected: DESKTOP-9WVH1100/prueba 4¥ Connected | DESKTOP-9WH1100/prueba

llustracion 11: Ejecucidn remota de la linea de comandos

10
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o Registrar las teclas pulsadas y acceder al portapapeles.

o Capturar audio e imagenes a través de la webcam del equipo

infectado.
@ Remcos v4.9.3 Light - o
@ Conexiones (2) & Servidores Proxy &) Tareas a & c 6n Local R De Agent Eventos (8) @ Acercade
Bed3 KEQAOA > @
Ubicacion Nombre Asignado  Ordenador/Usuario Sistema Operativo Latencia Ventana Activa System Uptime Idle Time
ISpain, ... RemoteHost DESKTOP-9VH1I0O/prugba  Windows 10 Home (64 bit)y  Ping sent..  Cuadro de mensajes 46m om
‘2= Spain, ... RemoteHost DESKTOP-9VH1I00/prueha__Windnws 10 Home (B4 hit\ 0 ms Remcos v4.9.3 Light 48m om
CH Centro De Control Ctrl+C
Sistema » P
Vigilancia | @ Cimara Shift+F1 aB a & s @
hed s B Shersee Informacion Del Sistema
Cofnms *| [ Keylogger Shift £ 3/ ComplUser  DESKTOP-SVH1I00!...
Extra » @ Registrador de pantalla Shift+F4 8o Windows 10 Home (..
Remcos » [ Historial De Navegadores Shift+F5 @ Latency Oms
ol | ®  Recuperacion De Contrasefia  Shift+F6 -RAM 4GB
@ D e 8 cru Intel(R) Core(TM) is-...
S . : Quprime  sem
&/ Notificacion De Actividad Shift+F8 @me‘nme om
[Jwindow  Remcos v4.9.3 Light
< >
@ Listening Ports: 2404 Selected: DESKTOP-SVH1100/prueba ¥ Connected | DESKTOP-9VH1I00/prueba
. s . . . . .
llustracion 12: Opciones para la vigilancia del sistema remoto
o Extraer contrasefias de los navegadores instalados en el equipo
remoto.
. . .« . . . s
o Redireccionar peticiones DNS a una direccion IP controlada por el
atacante.
@ Remcos v4.9.3 Light — m} had
@ Cconnections (1) S Proxy Servers £ Automatic Tasks {8} Local Settings 3 Agent Buider EventLog (14} @ About
Pe@ aE|lQaz0a > @ x| [i
Location Assigned Name ComputeriUser Operating System Latency Active Window
= Spain, Barak.. RemoteHost DESKTOP-8WH1I00/prueba  Windows 10 Home (54 bit) 0 ms DMNS Redirection | Remote..| |8
M DNS Redirection | RemoteHost | DESKTOP-9VH1100/prueba - [m] x
HostName (ex. facebook.com) ‘ - ‘IP address (ex. 0.0.0.0) ‘ E lﬂi Add Redirect I o e
Hostname [ Website Redirect to [P é} &S s s
m Info
mp/User DESKTOP-8WH1IDQ/..
‘Windows 10 Home (...
fency 0ms
) 41% 1,6/4 GB
U 9%
W‘I’lme 30m
idleTime 0m
Clwindow  DNS Redirection | Re..
< >
Listening Ports: 2404 Selected: DESKTOP-3%H1100/prueba g Connected | DESKTOP-5VH1I00/prusba

llustracion 13: Configuracion del redireccionamiento DNS

o Enviar chats y mensajes, proporcionando un canal de
comunicacion con la maquina remota.
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@ Remcos v4.9.3 Light - O X
@ Remcos Chat | DESKTOP-SVH1I00/... - O x
® Connections (1) & Proxy Servers 4D Automat About
o . [14:59:38: 360] Initializing chat...
@ @ | Q5 | N @ o ‘ [14:59:38:392] Uploading Chat plugin... X
[14:59:38:450] Chat ready!
Location igned Name C Izer
= Spain, Barak.. RemoteHost DESKTOP-5WH [DESKTOP-.| &
d = 28 S &
System Info
IﬁCDmprSer DESKTOP-8WVH1IDO...
& os Windows 10 Home (...
@ Latency &ms
® ran 39% 1,6/4 GB
@ cru 3%
Send message @ UpTime 4m
(Start Chat) (idleTime 0m
[ window  Remcos Chat| DESK
End Remote Chat
‘four username:
< 2
) Listening Ports: 2404 Selected DESRTUPSIVIITIOWPTUEDE — Z¥ COTMECET [UESKTUP-SVITTIowprueba
.z . s .
[lustracion 14: Creacidn de un canal de chat con la maquina remota
o Ejecutar scripts remotamente (VBScript, JavaScript, Batch)
@ Remcos v4.9.3 Light - ]
@ Conexiones (1) & i Proxy ) Tareas Atic @& o ianLocal AN NeAcentes | [ Fuentne (111 | @ Acercade
Bed|es|azeas ‘ ® LZ Quick Remote Scripting = a X x|
VBScript ipt | Batch
Ubicacion  Nombre Asignado O i crpt | [savascrpt | Baten | =
= Spain, .. RemoteHost DESKTOP-9VH1i00/pr{ | YWSH-Echo("Hello remote PCT); 12
SR BCRENC
Informacion Del Sistema
[ Comp/User DESKTOP-SVH1I0OL...
Serptname: & 0s ‘Windows 10 Home (...
Machine ID: ‘Ordenador/Usuario Estado il ; @ Latency oms
RemoteHost DESKTOP-9VH1I00/pru...  Script executed and exited! Oran 42%1,7/4 GB
oo o
© upTime 1h12m
5 Local Test @dleTime 0m
o [)window  Quick Remote Scripti...
< >
@ Listening Ports: 2404 Selected: DESKTOP-3VH1I00/prueba 4¥ Connected | DESKTOP-3VH1I00/prueba

[lustracion 15: Consola de ejecucidn de scripts

o Descargar ficheros remotos o locales

12
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@ Remcos v4.9.3 Light | & Ren

X ‘ -~ g
|
@ Conexiones (1) & Proxy £ Tarea: 4 £ ( Download from |lAcercad=
s i > - | @UuRL

Bed @E8|qaz0A > L2 "

g Remcos Downloader X
Ubicacion  Nombre Asignado  Ordenador/Usuario Siste| idle Time
Z=Spain, .. RemoteHost DESKTOP-9VH1I00/prueba ~ Wind| om
== Spain, RemoteHost Di

1100/prueba | Wind Download from URL: s
100/pruei s Downloads a file to the remote system from the specified URL. =~

Download from local machine:
Downloads a file to the remote system from this system.

a/[s|[®

Download to File: e ,
Writes file to hard disk and then executes it. Informacion Del Sistema

4/ Comp/User  DESKTOP-9VH1I00...
Download to Memory:
Loads and executes the file directly in RAM, without writing it & 0s Windows 10 Home (...
to the hard disk. @ tLatency oms
This function works only with executable files. ©ran Py ol
®cru 15%

UpTime 1h2m
s

OuleTme 0m

T [Jwindow  Remcos Downloader
< | | >
@ Listening Ports: 2404 Selected: DESKTOPJ‘ L)ruebu
.7 . .
llustracion 16: Descarga de ficheros remotos
o Cargar DLLs en el sistema remoto
@ Conexiones (1) & Servidores Proxy 4D Tareas 4 & ion Local 3R De Agentes Eventos (9) @ Acercade
Bed @508 > @ x
Ubicacion  Nombre Asignado  Ordenador/Usuario Sistema - . . o idle Time P
— W i @5 Cargador de DLL - X g
o= Spain, RemoteHost D 'OP-8VH1100/prueba Windows om 12
= spain, .. RemoteHost DESKTOP-9VH1I0O/prueba  Windows| Download from om 12
@ URL:
O Local computer: = =G ENEC
iR Informacion Del Sistema
] Comp/User DESKTOP-SVH1I0OY...
This function wil load a DLL directly in
memory, without writing it on the hard Load DiL & oS Windows:10 Home ¢
drive. @ Latency 1ms
@ rRAM 41%1,7/4 GB
@cru 12%
© upTime s53m
@ dleTime  0m
[ window Cargador de DLL
< >
@ Listening Ports: 2404 Selected: DESKTOP-9VH1I00/prueba ¥ Disconnected (Ping Timeout) | DESKTOP-9VH1I00/prueba

llustracion 17: Consola de ejecucion de DLLS en el equipo remoto

o Obtener privilegios de administrador y deshabilitar UAC (Control de
cuentas de usuario)
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#° Connection
¥ Installation
¥ Stealth
Keylogger
;%1 Surveillance

R Build

5 Save profile
4 Load profile

&) Info

@ nNo ports listening

(©]

. Remcos v4.9.3 Light

@ Connections & Proxy Servers &) Automatic Tasks {5} Local Settings 3% Agent Buider EventLog (1) @ About

@ Connections S Pr

Builder Profiles
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oxy Servers ) Automatic Tasks {3} Local Settings % Agent Builder EventLog (1) @@ About
I [] Install Remcos (AutoStart on Windows startup) (PRO Edition only!)
Installation Directory Admin Privileges
folder: filnzme: 3 ) &
= — S (2] [J] Automatic Elevation 3
ProgramData Remcos remcos.exe
[l pisable UAC ({requires admin privileges)

Startup Methods = Additional Options: Watchdog Module -
3 & Hide file [[] Protect File & Process o
[[] Protect Registry entries

Mutex

|Rmc L3 )

\’ Update check succeeded. You already have the latest version.

llustracion 18: Configuracion de administracion de privilegios

Crear y mantener la persistencia en la maquina de destino

Borrar el fichero original una vez instalado Remcos RAT
Ejecutarse como un proceso legitimo (por ejemplo, inyeccién en un
proceso de Windows)

J,‘ Connection
* Instaliation
£+ Stealth
Keylogger
:_'?tl Surveillance

43 Build

Vigibilty Mode

@ Visible a8
() Visible Minimized

() Invisible

Process Injection

Builder Profiles

5 Save profile
{ Load profile

-\;;9 Info

(®) Mo Injection (1)
(O Inject Default Browser
(O Inject Custom Process:

svchost.exe

. No ports listening

' Update check succeeded. “You already have the latest version.

llustracion 19: Configuracion para evadir detecciones en el equipo remoto

Ejecutarse en segundo plano sin mostrar su actividad al usuario.
Limpiar logs o registros del sistema: Cada vez que se inicia el
agente de Remcos, se eliminaran todas las contrasefas e inicios
de sesion almacenados en el navegador.
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@ Conexiones (1) & Servidores Proxy @ Tz & c onLocal DeAgentes [] Eventos (9) @ Acercade

Bed @E|AIOA > O

Ubicacion ~ Nombre Asignado ~ Ordenador/Usuario Sistema Operativo Latencia  Ventana Activa SystemUptime  dle Time

T spain RemoteHost DESKTOP-9VH1I00/prueba  Windows 10 Home (64 bit)  Disconr Cuadro de mensajes 46 om 1

Z=Spain, ... RemoteHost DESKTOP-9VH1I00/prueba  Windows 10 Home (64 bt) 7 ms Remcos Login Clear s4m om 12
% Rer Remcos Login Clear X
Remote Host Estado | 1'%

DESKTOP-9VH1I0O/prueba  Waiting command.

<

. Clear All Logins & Cookies

This function clears any stored browser login and cookie.

Works on Internet Explorer, Firefox and Chrome.

Cleaning will complete once browsers will be closed.

Useful to:

* increase system security against password grabbing, since

any password and login data is removed.

* Clear any browser user data after any user logs out from

public computers or internet cafes.

Informacion Del Sistema

d & e s s &

& 0s

[/ Comp/User DESKTOP-9VH1I0OL...
Windows 10 Home (...

@ Latency Tms

®ran 42% 1,7/4 GB
@cru 15%

© upTime s&am

(D Idle Time om

[Clwindow  Remcos Login Clear

" Listening Ports: 2404

Selected: DESKTOP-SVH1100/prueba

¥ Disconnected (Ping Timeout) | DESKTOP-SVH1i00/prueba

[lustracion 20: Consola para la limpieza de los registros del sistema remoto

o Apagar el equipo remoto o descargar nuevas funcionalidades y
actualizaciones para ampliar sus capacidades.

@ Remcosv4.9.3 Light

® Connections (1) & Proxy Servers 4 Automatic Tasks {03 Local Settings 3% Agent Builder EventLog (14) € About

c@ dElapaAr|@

Location Assigned Name

- Spain, Barak.. RemoteHost

Computer/User

Operating System

DESKTOP. OMLAIN A tnr ke afindnisn
H Control Center

Systern
Surveillance
Metwork
Comms
Extra

Remcos

Local

Ctrl+C

A0.nma (64 bit)

Latency

0 ms

<

Listening Ports: 2404

Selected: DESKTOP-9WH1100/prueba

Active Window

I
9 Screen Capture F1
H| [ File Manager F2
» | @] FileSearch F3
L4 Process Manager F4
4 {;? Service Manager F5
L4 % Window Manager F6
\| B Registry Editor F7
\? Installed Prograrms F8
E System Command F9
Bl Command Line F11
L& Remote Scripting Fi2
[ Clipboard Manager Ctrl+F1
@ Set Wallpaper Ctrl+F2
@ Power Manager Ctrl+F3
Lo v

Remcos v4.9.3 Light

d o @ | s s &

System Info

ideTme 0m
CIwindow  Remcos v4.9.3 Light

Iﬁ Comp/User DESKTOP-8VH1I0O0/...

& 0s Windows 10 Home (..
Latency 0ms
RAM 39% 1,6/4 GB
CPU 2%

@ upTime 3sm

llustracion 20: Consola para la limpieza de los registros del sistema remoto

Analisis de Breaking Security
Si bien la empresa Breaking Security, creadora del RAT Remcos, asegura que la
venta de su software es exclusivamente para usos legitimos y que revocara las
licencias de los usuarios que no sigan su EULA
(https://breakingsecurity.net/es/terms/), desde finales de 2016 se ha
detectado la presencia de dicho software en foros de hacking y se ha utilizado
en campanas de ciberataques brindando a los atacantes la capacidad para

tomar el control de un equipo remoto, vigilar la actividad de la victima y robar

cualquier informacion confidencial que esté disponible en él. Todo ello sin
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invertir recursos en desarrollar una herramienta propia con las mismas
capacidades.

Ademas, mencionar que Breaking Security también ofrece otros softwares que
pueden ser usados por atacantes para llevar a cabo ataques o ser utilizados
conjuntamente con Remcos para aumentar sus capacidades de infeccion,
evasion de medidas de seguridad o capacidad de vigilancia. Ejemplos de estos
softwares son:

e Viotto keylogger: keylogger para sistemas Windows con capacidad para
registrar y enviar las pulsaciones de teclas, tomar capturas de pantalla,
capturar la informacién del portapapeles, registrar las aplicaciones
abiertas, ...

e Poseidon Mailer: SMTP Mailer que permite la generacion de campanas de
correo y el envio masivo de emails.
e Viotto Binder: Instalador de software desarrollado en VB6.

Analizando la pagina web de Breaking Security se puede ver que no muestra
informacién sobre la empresa o autores del software. Analizando el dominio
“breakingsecurity.net” se ha podido observar que esta registrado en la empresa
registrante canadiense Tucows y la informacion sobre el contacto técnico o
administrativo es privado. El dominio resuelve a la direccion IP “192.124.249.19"
perteneciente a la empresa sucuri security encargada de proporcionar una capa
de seguridad a la web y dificultando el analisis de la autoria del codigo de
Remcos y de la empresa Breaking Security.

Analizando los cambios producidos en la web durante los uUltimos afios (2012-
2023) se ha podido observar que durante el afio 2012 el autor apodado “Viotto”
publicé un texto autobiografico donde describia su aficion por el malware y sus
primeros pasos.
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Home Hello, and thanks for visiting my website! | am the sole author of this website and all the material which is contained here.
Announcements 1 was bom in 1990 in Italy, and | have been much interested in computers, technology and science since | was few years old.

pus: private | began to come close to the hacking scene in around 2008. | was a kid like many others, with absolutely no experience in

- > ] ing, programming and similar stufi. The differenc sands of other kids was that, | really wanted to leamn. | started

crypter using Back Orifice, the first backdoor ever made (1998), then | discovered NetBus, and later SubSeven. Later | began to explore
. different kind of malwares and their use, such as binders, and use more modem, famous and reverse-connection backdoors
Keylogger such as Poison Ivy and Bifrost.

Poseidon | soon discovered the need to undetect my applications against anfivi , 50, after experiments using public crypters, in 2008 |
started leaming VB6 code undetection to suit my own undetection needs; Later | began leaming proper VB6 programming too.
Support tools My first program to be released has been Meteorite Downloader.

| became the official Spy-Net betatester, the RAT which widely replaced the use of older ones like Poison vy and Bifrost, from
version 1.8 until the project's closure (2.7). After the end of Spy-Net project, with v n 2.6 to be the last public released one, |
become betatester of Cyber-Gate, RAT based on Spy-Net 2.7 source.

C++ sources

VB6 sources
In september 2009 | began selling Octopus, crypter / spreader derived from the coding and undetecling experience gained in
the past time, and the great project outcome and custom alisfaction made me continue and make updates to the project
until now, with only one interruption in the 2010 summer period to let me focus on other stuff.

In the meantime, I've been releasing also many free and open source software.

In early 2010 | began developing Viotio Keylogger beginning as a public project, versions 1.0 and 2.0 being completely free.

n _ However version 3 is so advanced to be compared to other commercial keyloggers, so | decided to make a free limited version,
About the author and sell the full version.

In february 2010 | decided to set up my own space and opened this website.

In late 2010 | started leaming more complex programming languages: Delphi and then C++ and worked as a trainee in an IT
security [ programming company in Germany.

Starting from 2011 | also work in an italian internet securily company as a malware analyzer, besides my periods of work in
Germany.

I've never stopped leaming C++ and Delphi, and now (May 2011), Octopus 2.0, written in C++ and Delphi, is complete.

Last update: june 2011

Read interview to Viotto (in Italian) by HackersTribe

[lustracion 21: Autobiografia del autor de Remcos RAT

Ademas, se puede observar el grupo de foros de hacking y paginas web en el que
el autor participaba:

Viotto Security - Websites & Friends

AFFILIATED WEBSITES:

Home
nents OpenSC.wWs - The best security researd malware programming forum.
- Website with the coding works of DarkCoderSC, good programmer and friend.
Lazyboris.org - crazyboris’ website, containing a big collection of different kinds of malware.

Hackers Tribe - ttalian hacking website

Delph
EERE. - counterstrikewi's website, about Delphi programming language.

Support tools

VBE sources HackHound .OlJ_- One of the best hacking / security forums.

Delphi sources
Guestbo
Affiliates & Friends

About the author

llustracidn 22: Websites afiliadas
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Asociado a dicho usuario y pagina web se ha podido encontrar otros nombres de
dominios que ya no estan activos o que actualmente redirigen a la pagina web
principal https://breakingsecurity.net/, como son:

- Breaking-security.net
- Viotto-security.net

Ademads, se han encontrado diferentes correos electronicos de contacto o
soporte en la pagina web a lo largo de los ultimos anos:

- viotto24@hotmail.it
- admin@breakingsecurity.net
- abuse@breakingsecurity.net

Por dltimo, se ha podido identificar que en junio del afio 2020 la empresa
Breaking Security tenia un identificador VAT asociado (DE308884780) que
actualmente ya no esta registrado.

Home

Terms of 5

Contact

llustracion 23: Numero de VAT

Flujo de infeccién

Por la informacion obtenida a través de fuentes publicas y debido a su facil
descarga y ejecucion, el malware Remcos RAT se puede propagar a través de
multiples formas de infeccién o conjuntamente con otros malwares. Pero de
manera mas generalizada la via de entrada para la infeccidn se produce a través
de correos electronicos de Phishing. Utilizando documentos adjuntos
maliciosos, a menudo con tematicas de negocios, para engafiar a los usuarios a
que ejecuten el documento ofimatico. Una vez ejecutado el documento ofimatico
infectado se descarga un powershell que descarga el malware Remcos y lo
instala en la maquina remota victima para tomar control de ella.
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Phishing Documento infectado Ejecucién VBS Ejecucion powershell Descarga Remcos Controlador Remcos
—_—
e - m
..‘.‘.“ld ‘ = @% ”.EE @
M —=r= [DOoC)| = =>%=> ...=:>“—.
—

=10

Ilustracion 24: Flujo de infeccidn

Analisis técnico
La muestra analizada corresponde con malware Remcos RAT. Se trata de un

fichero ejecutable (application/x-dosexec) para la plataforma Windows, cuya
firma SHA256 es la siguiente:

6c040340e398600d3f192f83b9cdb219171108c5d7d8ca14813fa48d326d1a8b

El binario esta desarrollado en C++ y se detecta a través de entropia un posible
packer en las secciones text y sdata.

Recargar = Ex )] nbla extos Mapa de memoria Entropia Escaneo heuristico v Solo lectura
Contar Tamafio

I Recargar
0007700 w00 = 00001328

Guardar Guardar diagrama

Mapa de

Il Entropia
wtracto

empaauetado

Ilustracion 25: Entropia del binario
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Identificando por firmas como posibles protectores “Crypto Obfuscator for .NET”
0 “.NET Reactor”.

Mombre de archivo
s\prueba'\Desktop'6c0403 i A8 13f Bb

Tipo de archivo Punto de entrada

479.00 KiB 004776de

v Avanzado
Demangle

n del archivo Mapa de Firmas VirusTotal

MIME Visualizadon Buscar 5 Entropia Extractor YARA

ortar Importar
Marca de fecha y hora Tamafio de la imagen

0007000

Endianness Arquitectura Tipo

LE 2-bi GUL

2-bit, GUI]

c)[Modified EP + Anti-ILD + Repeating .cctor name + Math mutations]
Empagquetar: Packer detected(Heuristic)[High entropy + Section 0 (" ompressed]

VLA LA LA LA L WA A LA

Firmas v Escaneorecursive v Andlisis en profundidad v Escaneo heuri » W Verboso

Directorio Log I:‘ Ti

llustracion 26: Deteccidn de packers

Una vez ejecutado el binario dafiino en un entorno Windows controlado
(sandbox) se ha podido observar que el ejecutable inicial realiza una inyeccion
del RAT Remcos en el proceso legitimo aspnet_compiler.exe.

3 pi (a15-DO0DOESH], #x

pie (00000181

[sbp-00G000BOR], wax

4 pie [a5-00000000H]

3x40C] 00000000K

i dows WA CrosaR NETIF ramewerk\vA 0,303 1913 net_Sompiier &xe Base: OB1008 Lengih: 4 Value: 00 00 40

$0BSTCFFFFFF

€80

88857CFFFFFF

orBaco
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[lustracion 27: Inyeccion del malware

También podemos observar que Remcos RAT tiene capacidades de evasion
medidas de analisis, como por ejemplo el uso de funciones sleep para intentar
consumir el tiempo destinado a la ejecucién del malware dentro de maquinas de

sandbox.

0040F853
0040F856
0040F85B

0040F861
0040F866
0040F869

83C420

68B80B0000
FF15F8924500

E95CFFFFFF

83ECIC
8BCC

llustracion

Posteriormente el RAT Remcos

informacion.

004074FD
004074FE
00407500
00407506
00407507
00407508
00407500
00407512
]

0040751
00407518

0040751C

00407521

o o o o o o o
2 8 o & o & o
3
|

£
o

00407528

00407542

55
8BEG
21E

1EC30020000

56

E887BCFEFF
2365FCO0

BFE2634600
57

SE05400080

826A50300

EDESDOFDFFEF
CT45D324000000
6830624600

50
C745ECD4000000
E250350200
£D85DOFDFFFF

-

50
ESBE350200
6578534800
ES27BCFEFF
83C414
8D4SFC

50
6518554600
2D45D3

50

8D85DOFDFFFF

[lustracion 29: Escalado de privilegios

add esp, 20h
push 00000BB8h

call dword ptr [004592F8h]

jmp 0040F7C2h
sub esp, 1Ch

mov ecx, esp

28: Evasion de sandboxing

xref: 0040F7F2

Sleep@KERNELBASE DLL (import,

Hidden, 0 Params) executed

target: 0040F7C2 executed

xref: 0040F7ED

Time: -3000 TID: 6012 40F861

realiza un escalado de privilegios dentro del
sistema para intentar obtener permisos para la vigilancia y obtencién de

push ebp

mov ebp. esp

sub esp. 00000230h

push esi

push ed

push 0048831Ch

call 00407200h

and dword ptr [ebp-04h]. 0000000Ch

mov edi, 004683E2h

push ed

maov esi. 30004005k

call 0042BADSh

pop scx
pop ecx

cmp eax, 40h

jnbe 004075A0N

=a ecx, dword pir [ebp-28h]

call 00407180k

=a eax, dword pir [ebp-00000230h]
mov dword ptr [ebp-28n]. 00000024
push 0048833Ch

push eax

mow dword pir [ebp-14h], G00D0004h
call 0043FE08h

=3 eax, dword pir [ebp-00000230h]

push ed

push eax

call 004

push 00468373

call 00407200h
add esp, 140

=3 eax, dword ptr [sbp-04h
push eax

push 00488513h

22 eax. dword pir [ebp-28h]
push eax

=a emx, dword pir [2bp-00000230h

xref: 0040750E

ASCI "[+] ucmAllocateElevated Object

target:

TFO-0A51-4257-0082-

0-0A51-4257-0082-

CMTLIB (Import, Unknown

target: 00407540

target:

Chunk)

UTF-16 "Elevation:Administratorinew:

target:

UTF-15
A120244F]

TFE-8A51-4367-0063-

I;

target:
ASCII "[+] CoGetObject

target:
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El malware tiene la funcionalidad de recuperar credenciales de diferentes
navegadores (Chrome, Firefox y Microsoft Edge) con la intencidn de robar
informacién. Para ello Remcos accede a los siguientes ficheros para acceder a
las credenciales:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login
Data
C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\3nxxd8pi.def
ault-release\places.sqlite
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini
C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\3nxxd8pi.def
ault-release\key4.db
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web
Data

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login
Data

Un ejemplo de la ejecucion donde el malware accede a los ficheros Login Data
de Chrome que guardan las credenciales del navegador:

0040BA1E

00408A19

0040BA1E
00408A23
00408A28
00408A20
1040BA2A

10408420

00408432

0040BA54
0040BA56

0040BA5%

0040BASE

0040BA5F

53 push ebx
6572594600 push 00466873h Chrome\Use
5384894600 push 00466854h

ESB2050300 call 0042C0DAR

58 pop ecx

50 push eax

8D4DD0 =a ecx, dword pir [sbp-30h]

ESSOCFFFFF call 004020830 target:

88D0 mov edx, eax

8D4DEB =a ecx, dword pir [sbp-18h]

ES30AEFEFF call 00408283 target:

58 pop ecx

8D4DD0 =a ecx, dword pir [sbp-30h]

E84DDAFFFF call 00401FD8R target:

8D4DEB =a ecx, dword pir [sbp-18h]

ES4CD4FFFF call 00401FABR target:

50 push eax

FF1553024500 call dword ptr [004562858h

8500 test eax, sax

7521 ne DO40BATOh

F1588924500 d ptr [00458268h et

Ik

48 dec sax

83E201 sub eax, 01h

7400 je 004054600 target: 0040BAGD
83E201 sub eax, 01h

7400 je 004054600 target: 0040BAGD
3208

mp 0040B402h
sub esp, 18h
mov eck. esp
push 004868C0h
mo 00408422h
sub esp, 13h

esp

push 004 Edh
call 00402083h

call 0040C108h

llustracidn 30: Robo de credenciales
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También Remcos RAT tiene la funcionalidad de robar credenciales en cuentas
de mensajerias instantaneas como, por ejemplo: Google Talk, MSN Messengery
Paltalk. Para ello el malware intenta acceder a las claves de registro siguientes
para intentar obtener la informacion:

- HKEY_CURRENT_USER\Software\Google\Google Talk\Accounts
- HKEY_CURRENT_USER\SOFTWARE\Microsoft\IdentityCRL\Dynamic Salt
- HKEY_CURRENT_USER\Software\Paltalk

Asi como acceder al registro del sistema para obtener las credenciales de
posibles clientes de correo instalados en el ordenador remoto:

- HKEY_CURRENT_USER\Software\Microsoft\Office\Outlook\OMI
Account Manager\Accounts

- HKEY_CURRENT_USER\Software\Microsoft\Windows
NT\CurrentVersion\Windows Messaging Subsystem\Profiles

- HKEY_CURRENT_USER\Software\IlncrediMail\ldentities

- HKEY_CURRENT_USER\Software\Microsoft\Windows Live Mail

Como se ha mencionado anteriormente Remcos utiliza métodos para capturar
la informacion que el usuario ha tecleado (keylogger) y recopilar informacion de
diferentes ubicaciones, como por ejemplo paginas o portales de inicio de sesion.
El siguiente cddigo ejecutado por el malware permite recuperar informacion
sobre el teclado del sistema infectado:

[lustracion 31: Keylogger
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De la misma forma Remcos RAT recopila la informacién del portapapeles para
el robo de informacion:

0041595C FF15A4934500 call dword ptr [004583A4h] lipboard@USER32.DLL (Import, 0
00416962 85C0 test eax, eax Return Compare (OpenClhipboard)
00416064 OF8420130000 je 00417028h target: 00417038

00418064 BADD push 00000000H

0041896C FF1588034500 call dword ptr [00458388h] GetClipboardData@USERI2.DLL (Import, 1

00415872 SBFD maov esi, eax

00416274 58 push exi

00416275 FF1528014500 call dword ptr [00458128h]

00418978 push esi

SBF8 mov edi, eax

0041597TE FF1530814500 call dword ptr [00458130h] GlobalUnlock@KERNEL32.DLL (Import,
Unknown Params)

00418084 call dword ptr [004503A0h] CloseClipboard@USER32 DLL {Import,
Unknown Params)

0041802A B85FF test edi, adi Return Compare (Globallock)

0041598C BOGE644600 mov ecx, 00466458h

00413881 OF43CF cmovne acx, edi

00416004 51 push ecx

00416005 BD4CZ2420 lea ecx, dword ptr [esp+20h]

00416000 FFFFF call 0(040417Eh target: D040417E

0041898E 18 sub esp, 18h

004168, 542424 ea edx, dword ptr [esp+34h

00416945 8BCC mov ecx, esp

0041GAAT E254610000 call 0041BD1Eh target: 0041BD1E

004180AC BAGE push 0000006ER

B828554700

call 00404AA1TH target: 00404441

mp 00415EE3h swap peint

00417088

o= ecx, dword ptr [2sp+10h]

[lustracion 32: Robo de informacidn del portapapeles

Durante la ejecucién de Remcos RAT se ha podido observar que el malware hace
una recopilacién de la informacion del sistema operativo infectado, accediendo
a la siguiente informacion:

- Hora local del sistema infectado a través de la funcion del sistema
Windows GetLocalTime:

00404F50 50 push eax

00404F81 FF15E4924500 call dword ptr [004592E4h] GetlocalTime@KERNEL32.DLL (Import.
Unknown Params)

00404F87 8BD7 mov edx, edi

00404F89 8D4DD8 lea ecx. dword ptr [ebp-28h]

00404F8C E815750100 call 0041BB8Eh target: 0041E

00404F91 83EC18 sub esp. 18h

00404F94 BA10604600 mov edx, 00466010h ASCII "KeepAlive Enabled |
Timeout

00404F99 8BCC mov ecx, esp

00404F9B 50 push eax

00404F9C ESAD0S0000 call 004052FDh target: 004052FD

llustracion 33: Hora local del sistema
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0041ATE4
00HATES
0041ATES
0041ATEA
004H1ATEF
004H1ATT1
0041ATTE
0041ATTE
00MATTF
0041AT24
0041A788
0041AT8C
0041ATED
0041AT91
0041A785
0041A796
0041ATIA
0041ATSE
004H1ATEF
0041ATAD
00H1ATAT
00H1ATAS
00HATAA
00H1ATAC
0041ATAD

0041ATES
0041ATES
0041ATEE

00HATCH
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Recopilacién de los servicios ejecutados en el sistema remoto a través de
la funcion OpenSCManager, que establece una conexiéon con el
administrador de controles de servicio para obtener la informacion:

FF1520804500

8BD8

8508

7511
5868644600
8BCF
E8236FFFFF
ESC2020000
804C244C
ESFEBS5FFFF
80442420
896C2418

50

80442418
806C2418

50

80442420
806C2428

50

55
8D8424A4000000
50

6AD3

BA3B

53
FF1538904500

85C0
0F8566020000
FF1568924500

3DEA0D0000

call dword ptr [00459020h]

mov ebx, eax

test ebx, ebx

jne 0041AT7BR

push D0466463h

mov ecx, edi

call 0040417ER

jmp 0041AA3DN

lea ecx, dword pir [esp+4Ch]
call 00401F86h

lea eax, dword ptr [esp=20h]
mov dword ptr [esp+18h], ebp
push eax

lea eax, dword pir [esp+18h]
mov dword ptr [esp+18h], ebp
push eax

lea eax, dword ptr [esp=20h]
mov dword ptr [esp+28h], ebp
push eax

push ebp

lea eax, dword pir [esp+000000A4h]
push eax

push 000000030

push 0000003Bh

push ebx

call dword ptr [00459038h]

test eax, eax
ine 0041AA21h

call dword ptr [00459268h]

cmp eax. 000000EAR

OpenSCManagerA@ADVAPI32.DLL (Import
Unknown Params)

Return Compare (OpenSCManagerA)
target: 0041A77B

targst
target: 0041AA3D
xref. D041A768

targst

EnumServicesStatusW@ADVAPI32.DLL
(Import, 0 Params)

Return Compare (EnumServicesStatusiV)
target: 0041AA21

GetlastError@KERNEL32 DLL (Impori
Unknown Params)

Return Compare (GetLastErmor)

[lustracion 34: Recopilacidn de servicios ejecutados en la maquina remota

Leer, crear, borrar y modificar ficheros en el sistema remoto a través de
las siguientes funciones del sistema Windows remoto: "FindFirstFileW,

FindNextFileW, RemoveDirectoryW, SetFileAttributesW,

DeleteFileW,

GetLastError, FindClose, RemoveDirectoryW, FindClose,”
Enumerar los procesos corriendo en la maquina infectada remota a través
de la funcién de Windows Process32.
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0040F4D5

0040F4D5
0040F4D0D
0040F4E4
0040F4ES

0040F4ER

0040F554

0040F 554

00418624

00418630
00418633
0041B63A
00418638
00418641

00418642

00418648

BASQUE CYBERSECURITY

2424AC000000

0424CE040000

5D842485000000

AGENCY

call dword ptr [004590D0h]

mp 0040F548h

=2 eax. dword pir [esp+000000ACH]

push eax
=a ecx. dword pir [esp+1Ch]
call 0040417ER

=a eax, dword pir [esp+G0h]
push eax

=a ecx. dword pir [esp+1Ch]
call 00402305h

mov edi, eax

=a acx, dword ptr [esp+18h]
=3 eax, dword pir [esp+G4h]
push eax

call 004022CAh

mov esi, eax

=3 ecx. dword pir [esp+13h]
=a emx, dword pir [esp+58h]
push eax

call 00402305h

push dword ptr [edi]

=a ecx, dword ptr [esp+T0h]
push dword ptr [esi]

push dword pir [e=x

call D0400BDER

add esp, OCh

=2 edx. dword pir [esp+00000452h]

=a acx, dword ptr [esp+18h]
call DD40BBCChH

test al, &

ne D040F580h

=a acx, dword ptr [esp+18h]

call 00401F00h

=a emx, dword pir [esp+00000088h]

push eax
push ebp

call dword ptr [004500CCh]

fest s, eax

S32FirstW@KERNEL32 DLL {import, O

OF548

target:

target:

target:

targst:

target:

target:

target: 0040F52D

target:

xref: 0040F 408

MextW@KERNEL32 DLL {import, 2

Return Compare (Process32Nextiv)

llustracion 34: Procesos corriendo en la maquina remota

Obtener informacion del sistema infectado, como, por ejemplo, uso de la
cpu, numero de serie del equipo, nombre del equipo, nombre de usuario.
Por ejemplo, en el siguiente codigo se muestra que el malware Remcos
RAT ha ejecutado la funcion del sistema “GetComputerNameExW” para
extraer el nombre de la maquina remota y la funcién del sistema

“GetUserNameW” para extraer el nombre de usuario.

FF15084B4700

8D45F8
CT45F800010000
50
8D85ABFDFFFF
50
FF150C504500

BDB5ABFDFFFF

call dword pir [00474B08h]

lea eax, dword pir [ebp-08H]
mov dword pir [ebp-08h], 00000100h
push eax

lea eax, dword pir [ebp-00000258h]
push eax

call dword pir [0045900Ch]

lea eax, dword pir [ebp-00000258h]

GetComputerNameExW@KERNELBASE.
DLL (Import, Hidden, 3 Params) executed

executed

GetUserNameW@ADVAPI32 DLL (Imp
ort, Hidden, 0 Params) executed

executed

Path: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\CCG 418630

418648

[lustracion 34: Nombre de maquina

Durante la ejecucion del malware Remcos RAT se ha podido extraer el fichero de
configuracién del malware el cual nos indica muchas de las configuraciones
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presentes en el agente, como por ejemplo el dominio del controlador
“top.noforabusers1.xyz:2090" y la version del malware “4.9.3 Pro”.

El fichero de configuracion puede encontrarse en la seccion de recursos del
binario desempaquetado, el recurso se llama “settings” y esta cifrado con un
cifrado RC4. La longitud de la clave es el primer byte del recurso y los siguientes
bytes hasta la longitud del primer byte es la clave:

{"Version": "4.9.3 Pro",
"Host:Port:Password": "top.noforabusers1.xyz:2090:1",
"Assigned name": "RemoteHost",

"Connect interval": "1",

“Install flag": "Disable",

"Setup HKCU\\Run": "Enable",

"Setup HKLM\\Run": "Enable",

"Install path": "Application path",

"Copy file": "remcos.exe",

"Startup value": "Disable",

"Hide file": "Disable",

"Mutex": "Rmc-1IWDHQ",

"Keylog flag": "0",

"Keylog path": "Application path",

"Keylog file": "logs.dat",

"Keylog crypt": "Disable",

"Hide keylog file": "Disable",
"Screenshot flag": "Disable",
"Screenshot time": "10",

"Take Screenshot option": "Disable",

"Take screenshot title": "
"Take screenshot time": "5",
"Screenshot path": "AppData",

"Screenshot file": "Screenshots",

"Screenshot crypt": "Disable",
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"Mouse option": "Disable",
"Delete file": "Disable",

"Audio record time": "5"}

Comunicaciones realizadas por el malware

Dentro de las conexiones realizadas desde el sistema infectado se ha podido
observar la comunicacion hacia el dominio legitimo “geoplugin.net” encargado
de extraer la geolocalizacién de la maquina infectada. La peticidn y respuesta
realizada es la siguiente:

Bytes transferred Direction Data

7 out GET /jsen.gp HTTP/1.1
Host: geoplugin.net
Cache-Control: no-cache

162 IN HTTP/1.1 200 OK
date: Wed, 27 Dec 2023 19:51:14 GMT
server: Apache
content-length: 954
content-type: application/json; charset=utf-8
cache-control: public, max-age=360
access-control-allow-origin: *
Data Raw: 7b Ga 28 26 22 67 65 6F 78 6c 75 67 69 6e 5f 72 65 71 75 65 73 74 22 3a 22 32 31 32 2e 31 30 32 2e 34 31 2e 32 22 2c Ga 28 20 22 67 65 6f 70 bc
75 67 69 6e ST 73 74 61 74 75 73 22 3a 32 30 3@ 2c Ba 20 20 22 67 65 6F 78 6C 75 67 69 6e ST 64 65 6c 61 79 22 3a 22 31 6d 73 22 2c @a 20 20 22 67 65 67
70 6c 75 67 69 6¢ 5T 63 72 65 64 69 74 22 3a 22 53 6f 6d 65 20 6f 66 20 74 68 65 20 72 65 74 75 72 62 65 64 20 64 61 74 61 20 69 6e 63 6¢ 75 64 65 73 20
47 65 6 4c 69 74 65 32 20 64 61 74 61 20 63 72 65 61 74 65 64 20 62 79 20 4d 61 78 4d 69 6e 64 2c 26 61 76 61 69 Bc 61 62 6c 65 20 66 72 6F 6d 20 3c 61
20 68 72 65 66 3d 27 68 74 74 7@ 73 3a Sc 2f 5c 2f 77 77 77 2e 6d 61 78 6d 69 Ge 64 2o 63 6f 6d 27 3= 68 74 74 70 73 3a Sc 2f Sc 2f 77 77 77 2e 6d 61 78
6d 69 Ge 64 2 63 6f 6d 3c Sc 2f 61 3e 2e 22 2c Ba 20 20 22 67 65 6F 78 6c 75 67 69 6e 5 63 69 74 79 22 3a 22 44 61 6c 6c 61 73 22 2¢ Ga 20 20 22 67 65
6f 70 6c 75 67 69 6e 5T 72 65 67 69 6f 6e 22 3a 22 54 65 78 61 73 22 2c @a 20 20 22 67 65 6 7@ 6c 75 67 69 b ST 72 65 67 69 6 6e 43 67 64 65 22 3a 22
54 58 22 2¢ 0 20 20 22 67 65 Gf 78 6¢ 75 67 69 e 5f 72 65 67 69 6F 62 4e 61 6d 65 22 3a 22 54 65 78 61 73 22 2c @a 20 20 22 67 65 &F 70 6¢ 75 67 69 6e
5f 61 72 65 61 43 6f 64 65 22 3a 22 22 2c 0a 20 2B 22 67 65 6 70 6c 75 67 69 6e S5F 64 6d 61 43 6F 64 65 22 3a 22 36 32 33 22 2c Ba 20 20 22 67 65 6F 70
6c 75 67 69 6 5T 63 6T 75 Ge 74 72 79 43 6T 64 65 22 3a 22 55 53 22 2c @a 20 20 22 67 65 6f 7@ 6c 75 67 69 6 5T 63 6T 75 Ge 74 72 79 4e 61 64 65 22 3a
22 55 6e 69 74 65 64 20 53 74 61 74 65 73 22 2c 9a 20 20 22 67 65 6F 7@ 6c 75 67 69 6e 5f 69 6e 45 55 22 3a 30 2c Ga 20 20 22 67 65 6f 70 6 75 67 69 6e
S5f 65 75 56 41 54 72 61 74 65 22 3a 66 61 6C 73 65 2c @a 20 20 22 67 65 6f 70 6c 75 67 69 6e ST 63 6f 6e 74 69 6 65 be 74 43 6f 64 65 22 3a 22 4e 41 22
2c @a 20 20 22 67 65 6T 70 6c 75 67 69 6e 5T 63 6T 6o 74 69 6 65 62 74 4e 61 6d 65 22 3a 22 42 6f 72 74 68 20 41 6d 65 72 69 63 61 22 2¢ 0a 20 28 22 67
65 6f 70 6c 75 67 69 6e ST Gc 61 74 69 74 75 64 65 22 3a 22 33 32 2e 37 37 39 37 22 2c @a 20 20 22 67 65 6f 78 6c 75 67 69 6e ST 6c 6F Ge 67 69 74 75 64
65 22 3a 22 2d 39 36 2e 38 30 32 32 22 2c ©a 20 20 22 67 65 6 70 6c 75 67 69 6e 5F 6c 6f 63 61 74 69 6f 6e 41 63 63 75 72 61 63 79 52 61 64 69 75 73 22
3a 22 32 30 22 2¢ 0a 20 20 22 67 65 6f 70 6 75 67 69 6e ST 74 69 6d 65 7a 6f 6e 65 22 3a 22 41 6d 65 72 69 63 61 5c 2f 43 68 69 63 61 67 6F 22 2c 6a 20
20 22 67 65 6f 76 6c 75 67 69 Be 5F 63 75 72 72 65 6e 63 73 43 6F 64 65 22 3a 22 55 53 44 22 2c Ga 20 20 22 67 65 6F 70 6c 75 67 69 e 5T 63 75 72 72 65
6e 63 79 53 79 60 62 6T 6c 22 3a 22 24 22 2c 0a 28 20 22 67 65 6 70 6c 75 67 69 6e 5f 63 75 72 72 €5 62 63 79 53 79 6d 62 6T 6c 5T 55 54 46 38 22 3a 22
24 22 2c @a 20 20 22 67 65 6 78 6c 75 67 69 6e 5F 63 75 72 72 65 6e 63 79 43 6f 6e 76 65 72 74 65 72 22 3a 30 6a 7d
Data Ascii: { "geoplugin_request”:"212.102.41.2", “geoplugin status":200, “geoplugin_delay”:"ims", "geoplugin_credit”:"Some of the returned data i
neludes GeolLite2 data created by MaxMind, available from <a href="https:\/\/wwu.maxmind.com’ >https:\/\/wwm.maxmind.com\/a>.", “geoplugin_cit
as”, "geoplugin_region”:"Texas”, "geoplugin_regionCod
plugin_countryCode”:"US”, “geoplugin_countryName”:"United States”, oplugin_inE
", "geoplugin_continentName”:"North America”, “geoplugin latitude":"32.7797",
"geoplugin_timezone": "America\/Chicago”, “geoplugin_currencyCode
“geoplugin_currencyConverter” :0}

i"TX", "geoplugin_regionliame”: "Texas", “geoplugin_arcaCode”:"", "geoplugin_dmaCode
“:0, "geoplugin euVATrate":false, “geoplugin_continentCode
B oplugin_longitude™:"-96.8022", “geoplugin_locationAccuracyRa
SD", "geoplugin_currencySymbo: “geoplugin_currencySymbol_UTF

Ilustracion 35: Comunicaciones realizadas por el agente

Ademas, se ha resuelto la peticién DNS del dominio “top.noforabusers1.xyz”
resolviendo hacia la direccion IP “91.92.252.36". Siendo el controlador del
agente instalado en la maquina remota.

Source IP Dest IP Trans ID Reply Code Name CName Address Type Class DNS over HTTPS
1111 192.168.2.9 0x281 No error (0) top.noforabusers1 xyz 91.92.252.36 A(IP address) IN (0%0001) false
1114 192.168.2.9 0xa958 No error (0) geoplugin.net 178.237.33 50 A(IP address) IN {0x0001) false

Ilustracion 36: Comunicaciones realizadas por el agente
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La direccidn IP dafiina 91.92.252.36 esta alojada en Bulgaria y pertenece al
ASN THEZONEBG, por otro lado, la direccién IP benigna 178.237.33.50 esta
alojada en Paises Bajos y pertenece al ASN ATOM86-ASATOMS86NL.
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3. Vulnerabilidades explotadas

Como se ha mencionado al principio de este documento, la facilidad de acceso
al Remcos RAT ha propiciado que los atacantes distribuyan este malware de
multiples formas, aunque la forma mas habitual de entrega es a través de
phishing que contienen documentos ofimaticos dafinos adjuntados.

Por ello, se ha podido detectar a través de fuentes publicas y analisis externos
que dichos documentos ofimaticos aprovechan vulnerabilidades conocidas de
Microsoft Office para ejecutar su carga dafiina y llevar a cabo la actividad
deseada por el atacante. A continuacion, se muestran dos vulnerabilidades que
una vez explotadas descargan en la maquina de la victima el malware Remcos:

Vulnerabilidad en productos Microsoft (CVE-2017-11882): Esta
vulnerabilidad permite que un atacante ejecute cédigo arbitrario de forma
remota (RCE) a través de errores de manejo de objetos en la memoria
RAM. Un atacante puede explotar esta vulnerabilidad mediante la creacion
de un archivo dafino y persuadir a la victima para que lo abra, a menudo
a través de un correo electronico o desde un sitio web comprometido. Si
la victima tiene derechos de administrador, esto podria llevar el control
total del sistema, incluyendo la instalacion de programas, alteracion o
eliminaciéon de datos, y creacion de nuevas cuentas de usuario. El
software afectado por esta vulnerabilidad es: Microsoft Office 2007
Service Pack 3, Microsoft Office 2010 Service Pack 2, Microsoft Office
2013 Service Pack 1y Microsoft Office 2016.

Vulnerabilidad en Microsoft Office y muiiltiples versiones de Windows
(CVE-2017-0199): Esta vulnerabilidad permite que un atacante ejecute
cédigo arbitrario de forma remota (RCE) a través de un documento
manipulado en las siguientes versiones de software, Microsoft Office
2007 SP3, Microsoft Office 2010 SP2, Microsoft Office 2016, Microsoft
Windows Vista SP2, Windows Server 2008 SP2, Windows 7 SP1 y
Windows 8.1. Esta vulnerabilidad ha sido activamente explotada durante
los ultimos afios con el objetivo de descargarse malware como por
ejemplo Remcos o Dridex.
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3. Técnicas MITRE ATT&CK

Tactica Técnica Mitigaciones
M1049: Antivirus/Antimalware: Anti-virus can also automatically quarantine suspicious
T1566.001 files.
Spearphishing M1017: User Training: Users can be trained to identify social engineering techniques and
Attachment spearphishing emails.

M1021 Restrict Web-Based Content: Determine if certain websites or attachment types (ex:
.scr, .exe, .pif, .cpl, etc.) that can be used for phishing are necessary for business operations
and consider blocking access if activity cannot be monitored well or if it poses a significant
risk.
M1049: Antivirus/Antimalware: Anti-virus can automatically quarantine suspicious files.
M1017: User Training: Users can be trained to identify social engineering techniques and
phishing emails.
M1054 Software Configuration: Use anti-spoofing and email authentication mechanisms to
filter messages based on validity checks of the sender domain (using SPF) and integrity of
messages (using DKIM). Enabling these mechanisms within an organization (through
policies such as DMARC) may enable recipients (intraorg and cross domain) to perform
similar message filtering and validation.(Citation: Microsoft Anti Spoofing)(Citation: ACSC
Email Spoofing).
M1031 Network Intrusion Prevention: Network intrusion prevention systems and systems
designed to scan and remove malicious email attachments or links can be used to block
TA0001 T1566 Phishing activity.
Initial T1190 Exploit Public- M1048 Application Isolation and Sandboxing: Application isolation will limit what other
Access Facing Application  processes and system features the exploited target can access.
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M1050 Exploit Protection: Web Application Firewalls may be used to limit exposure of
applications to prevent exploit traffic from reaching the application.

M1030 Network Segmentation: Segment externally facing servers and services from the
rest of the network with a DMZ or on separate hosting infrastructure.

M1026 Privileged Account Management: Use least privilege for service accounts will limit
what permissions the exploited process gets on the rest of the system.

M1051 Update Software: Update software regularly by employing patch management for
externally exposed applications.

M1016 Vulnerability Scanning: Regularly scan externally facing systems for vulnerabilities
and establish procedures to rapidly patch systems when critical vulnerabilities are
discovered through scanning and through public disclosure.

M1048 Application Isolation and Sandboxing: Browser sandboxes can be used to mitigate
some of the impact of exploitation, but sandbox escapes may still exist. Other types of
virtualization and application microsegmentation may also mitigate the impact of client-side
exploitation. The risks of additional exploits and weaknesses in implementation may still
exist for these types of systems.

M1050 Exploit Protection: Security applications that look for behavior used during
exploitation such as Windows Defender Exploit Guard (WDEG) and the Enhanced Mitigation
Experience Toolkit (EMET) can be used to mitigate some exploitation behavior. Control flow
integrity checking is another way to potentially identify and stop a software exploit from
occurring. Many of these protections depend on the architecture and target application
binary for compatibility.

M1021 Restrict Web-Based Content: For malicious code served up through ads, adblockers
can help prevent that code from executing in the first place. Script blocking extensions can
help prevent the execution of JavaScript that may commonly be used during the exploitation
process.

M1051 Update Software: Ensure all browsers and plugins kept updated can help prevent the
exploit phase of this technique. Use modern browsers with security features turned on.
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M1040 Behavior Prevention on Endpoint: On Windows 10, enable Attack Surface Reduction

(ASR) rules to prevent Office VBA macros from calling Win32 APlIs.

M1038 Execution Prevention: Identify and block potentially malicious software executed

that may be executed through this technique by using application control tools, like

Windows Defender Application Control, AppLocker, or Software Restriction Policies where

T1106 Native API appropriate.

M1049 Antivirus/Antimalware: Anti-virus can be used to automatically quarantine

suspicious files.

M1040 Behavior Prevention on Endpoint: On Windows 10, enable Attack Surface Reduction

(ASR) rules to prevent Visual Basic and JavaScript scripts from executing potentially

malicious downloaded content.

M1045 Code Signing: Where possible, only permit execution of signed scripts.

M1042 Disable or Remove Feature or Program: Disable or remove any unnecessary or

unused shells or interpreters.

M1038 Execution Prevention: Use application control where appropriate. For example,

PowerShell Constrained Language mode can be used to restrict access to sensitive or

otherwise dangerous language elements such as those used to execute arbitrary Windows

APIs or files (e.g., Add-Type).

M1026 Privileged Account Management: When PowerShell is necessary, consider

restricting PowerShell execution policy to administrators. Be aware that there are methods

of bypassing the PowerShell execution policy, depending on environment configuration.

PowerShell JEA (Just Enough Administration) may also be used to sandbox administration

and limit what commands admins/users can execute through remote PowerShell sessions.

M1021 Restrict Web-Based Content: Script blocking extensions can help prevent the

execution of scripts and HTA files that may commonly be used during the exploitation
TA0002 T1059 Command and process. For malicious code served up through ads, adblockers can help prevent that code

Execution  Scripting Interpreter from executing in the first place.
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M1040 Behavior Prevention on Endpoint: On Windows 10, enable Attack Surface Reduction
(ASR) rules to block processes created by PsExec from running.
M1026 Privileged Account Management: Ensure that permissions disallow services that
run at a higher permissions level from being created or interacted with by a user with a
lower permission level.
T1569.002 Service  M1022 Restrict File and Directory Permissions: Ensure that high permission level service
Execution binaries cannot be replaced or modified by users with a lower permission level.

M1047 Audit: Use auditing tools capable of detecting privilege and service abuse
opportunities on systems within an enterprise and correct them.
M1040 Behavior Prevention on Endpoint: On Windows 10, enable Attack Surface Reduction
(ASR) rules to prevent an application from writing a signed vulnerable driver to the system.
On Windows 10 and 11, enable Microsoft Vulnerable Driver Blocklist to assist in hardening
against third party-developed service drivers.
M1045 Code Signing: Enforce registration and execution of only legitimately signed service
drivers where possible.
M1028 Operating System Configuration: Ensure that Driver Signature Enforcement is
enabled to restrict unsigned drivers from being installed.
M1018 User Account Management: Limit privileges of user accounts and groups so that

TA0003 T1543.003 Windows only authorized administrators can interact with service changes and service

Persistence Service configurations.

M1047 Audit: Check for common UAC bypass weaknesses on Windows systems to be
aware of the risk posture and address issues where appropriate.
M1026 Privileged Account Management: Remove users from the local administrator group

TA0004 on systems.

Privilege T1548.002 Bypass M1051 Update Software: Consider updating Windows to the latest version and patch level

Escalation User Account Control to utilize the latest protective measures against UAC bypass.
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M1052 User Account Control: Although UAC bypass techniques exist, it is still prudent to
use the highest enforcement level for UAC when possible and mitigate bypass opportunities
that exist with techniques such as DLL Search Order Hijacking.

M1026 Privileged Account Management: Limit permissions so that users and user groups
cannot create tokens. This setting should be defined for the local system account only.
GPO: Computer Configuration > [Policies] > Windows Settings > Security Settings > Local
Policies > User Rights Assignment: Create a token object. Also define who can create a
process level token to only the local and network service through GPO: Computer
Configuration > [Policies] > Windows Settings > Security Settings > Local Policies > User
Rights Assignment: Replace a process level token. Administrators should log in as a
standard user but run their tools with administrator privileges using the built-in access token
manipulation command runas.

M1018 User Account Management: An adversary must already have administrator level
access on the local system to make full use of this technique; be sure to restrict users and
accounts to the least privileges they require.

M1047 Audit: Use auditing tools capable of detecting privilege and service abuse
opportunities on systems within an enterprise and correct them.

M1040 Behavior Prevention on Endpoint: On Windows 10, enable Attack Surface Reduction
(ASR) rules to prevent an application from writing a signed vulnerable driver to the system.
On Windows 10 and 11, enable Microsoft Vulnerable Driver Blocklist to assist in hardening
against third party-developed service drivers.

M1045 Code Signing: Enforce registration and execution of only legitimately signed service
drivers where possible.

M1028 Operating System Configuration: Ensure that Driver Signature Enforcement is
enabled to restrict unsigned drivers from being installed.

M1018 User Account Management: Limit privileges of user accounts and groups so that
only authorized administrators can interact with service changes and service
configurations.
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M1040 Behavior Prevention on Endpoint: Some endpoint security solutions can be
configured to block some types of process injection based on common sequences of
behavior that occur during the injection process. For example, on Windows 10, Attack
Surface Reduction (ASR) rules may prevent Office applications from code injection.

M1026 Privileged Account Management: Utilize Yama (ex:
/proc/sys/kernel/yama/ptrace_scope) to mitigate ptrace based process injection by
restricting the use of ptrace to privileged users only. Other mitigation controls involve the
deployment of security kernel modules that provide advanced access control and process
restrictions such as SELinux, grsecurity, and AppArmor.

M1038 Execution Prevention: Use application control where appropriate, especially
regarding the execution of tools outside of the organization's security policies (such as
rootkit removal tools) that have been abused to impair system defenses. Ensure that only
approved security applications are used and running on enterprise systems.

M1022 Restrict File and Directory Permissions: Ensure proper process and file permissions
are in place to prevent adversaries from disabling or interfering with security services.
M1024 Restrict Registry Permissions: Ensure proper Registry permissions are in place to
prevent adversaries from disabling or interfering with security services.

M1018 User Account Management: Ensure proper user permissions are in place to prevent
adversaries from disabling or interfering with security services.

This type of attack technique cannot be easily mitigated with preventive controls since it is
based on the abuse of system features.

M1049 Antivirus/Antimalware: Anti-virus can be used to automatically detect and
quarantine suspicious files. Consider utilizing the Antimalware Scan Interface (AMSI) on
Windows 10+ to analyze commands after being processed/interpreted.

M1047 Audit: Consider periodic review of common fileless storage locations (such as the
Registry or WMI repository) to potentially identify abnormal and malicious data.
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M1040 Behavior Prevention on Endpoint: On Windows 10+, enable Attack Surface
Reduction (ASR) rules to prevent execution of potentially obfuscated payloads.

M1017 User Training: Ensure that a finite amount of ingress points to a software
deployment system exist with restricted access for those required to allow and enable
newly deployed software.

M1049 Antivirus/Antimalware: Employ heuristic-based malware detection. Ensure updated
virus definitions and create custom signatures for observed malware.

M1047 Audit: Check for common UAC bypass weaknesses on Windows systems to be
aware of the risk posture and address issues where appropriate.

M1026 Privileged Account Management: Remove users from the local administrator group
on systems.

M1051 Update Software: Consider updating Windows to the latest version and patch level
to utilize the latest protective measures against UAC bypass.

M1052 User Account Control: Although UAC bypass techniques exist, it is still prudent to
use the highest enforcement level for UAC when possible and mitigate bypass opportunities
that exist with techniques such as DLL Search Order Hijacking.

M1049 Antivirus/Antimalware: Anti-virus can be used to automatically quarantine
suspicious files.

M1040 Behavior Prevention on Endpoint: Implement security controls on the endpoint, such
as a Host Intrusion Prevention System (HIPS), to identify and prevent execution of
potentially malicious files (such as those with mismatching file signatures).

M1045 Code Signing: Require signed binaries.

M1038 Execution Prevention: Use tools that restrict program execution via application
control by attributes other than file name for common operating system utilities that are
needed.

M1022 Restrict File and Directory Permissions: Use file system access controls to protect
folders such as C:\Windows\System32.
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M1017 User Training: Train users not to open email attachments or click unknown links
(URLs). Such training fosters more secure habits within your organization and will limit
many of the risks.

This type of attack technique cannot be easily mitigated with preventive controls since it is
based on the abuse of system features.

M1026 Privileged Account Management: Limit permissions so that users and user groups
cannot create tokens. This setting should be defined for the local system account only.
GPO: Computer Configuration > [Policies] > Windows Settings > Security Settings > Local
Policies > User Rights Assignment: Create a token object. Also define who can create a
process level token to only the local and network service through GPO: Computer
Configuration > [Policies] > Windows Settings > Security Settings > Local Policies > User
Rights Assignment: Replace a process level token. Administrators should log in as a
standard user but run their tools with administrator privileges using the built-in access token
manipulation command runas.

M1018 User Account Management: An adversary must already have administrator level
access on the local system to make full use of this technique; be sure to restrict users and
accounts to the least privileges they require.

M1040 Behavior Prevention on Endpoint: Some endpoint security solutions can be
configured to block some types of process injection based on common sequences of
behavior that occur during the injection process. For example, on Windows 10, Attack
Surface Reduction (ASR) rules may prevent Office applications from code injection.
M1026 Privileged Account Management: Utilize Yama (ex:
/proc/sys/kernel/yama/ptrace_scope) to mitigate ptrace based process injection by
restricting the use of ptrace to privileged users only. Other mitigation controls involve the
deployment of security kernel modules that provide advanced access control and process
restrictions such as SELinux, grsecurity, and AppArmor.
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M1015 Active Directory Configuration: Manage the access control list for "Replicating
Directory Changes" and other permissions associated with domain controller replication.
[18] [19] Consider adding users to the "Protected Users" Active Directory security group. This
can help limit the caching of users' plaintext credentials.

M1040 Behavior Prevention on Endpoint: On Windows 10, enable Attack Surface Reduction
(ASR) rules to secure LSASS and prevent credential stealing.

M1043 Credential Access Protection: With Windows 10, Microsoft implemented new
protections called Credential Guard to protect the LSA secrets that can be used to obtain
credentials through forms of credential dumping. It is not configured by default and has
hardware and firmware system requirements. It also does not protect against all forms of
credential dumping.

M1041 Encrypt Sensitive Information: Ensure Domain Controller backups are properly
secured.

M1028 Operating System Configuration: Consider disabling or restricting NTLM. Consider
disabling WDigest authentication.

M1027 Password Policies: Ensure that local administrator accounts have complex, unique
passwords across all systems on the network.

M1026 Privileged Account Management: Windows:Do not put user or admin domain
accounts in the local administrator groups across systems unless they are tightly controlled,
as this is often equivalent to having a local administrator account with the same password
on all systems. Follow best practices for design and administration of an enterprise network
to limit privileged account use across administrative tiers. Linux:Scraping the passwords
from memory requires root privileges. Follow best practices in restricting access to
privileged accounts to avoid hostile programs from accessing such sensitive regions of
memory.

M1025 Privileged Process Integrity: On Windows 8.1 and Windows Server 2012 R2, enable
Protected Process Light for LSA.
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M1017 User Training: Limit credential overlap across accounts and systems by training
users and administrators not to use the same password for multiple accounts.

This type of attack technique cannot be easily mitigated with preventive controls since it is
based on the abuse of system features.

M1047 Audit: Proactively search for credentials within the Registry and attempt to
remediate the risk.

M1027 Password Policies: Do not store credentials within the Registry.

M1026 Privileged Account Management: If it is necessary that software must store
credentials in the Registry, then ensure the associated accounts have limited permissions
so they cannot be abused if obtained by an adversary.

M1047 Audit: Preemptively search for files containing passwords and take actions to
reduce the exposure risk when found.

M1027 Password Policies: Establish an organizational policy that prohibits password
storage in files.

M1022 Restrict File and Directory Permissions: Restrict file shares to specific directories
with access only to necessary users.

M1017 User Training: Ensure that developers and system administrators are aware of the
risk associated with having plaintext passwords in software configuration files that may be
left on endpoint systems or servers.

This type of attack technique cannot be easily mitigated with preventive controls since it is
based on the abuse of system features.

M1028 Operating System Configuration: Prevent administrator accounts from being
enumerated when an application is elevating through UAC since it can lead to the disclosure
of account names. The Registry key is located HKLM\
SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\CredU\EnumerateAdministrators.
It can be disabled through GPO: Computer Configuration > [Policies] > Administrative
Templates > Windows Components > Credential User Interface: E numerate administrator
accounts on elevation.
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T1007 System Service This type of attack technique cannot be easily mitigated with preventive controls since it is

Discovery based on the abuse of system features.
T1083 File and This type of attack technique cannot be easily mitigated with preventive controls since it is

Directory Discovery  based on the abuse of system features.
T1082 System This type of attack technique cannot be easily mitigated with preventive controls since it is

Information Discovery based on the abuse of system features.
T1518.001 Security  This type of attack technique cannot be easily mitigated with preventive controls since it is
Software Discovery  based on the abuse of system features.

T1497
Virtualization/Sandbox This type of attack technique cannot be easily mitigated with preventive controls since it is
Evasion based on the abuse of system features.
T1057 Process This type of attack technique cannot be easily mitigated with preventive controls since it is
Discovery based on the abuse of system features.

T1010 Application  This type of attack technique cannot be easily mitigated with preventive controls since it is
Window Discovery  based on the abuse of system features.

T1033 System This type of attack technique cannot be easily mitigated with preventive controls since it is
Owner/User Discovery based on the abuse of system features.
T1560 Archive
Collected Data M1047 Audit: System scans can be performed to identify unauthorized archival utilities.
T1005 Data from M1057 Data Loss Prevention: Data loss prevention can restrict access to sensitive data and
Local System detect sensitive data that is unencrypted.

M1047 Audit: Enterprise email solutions have monitoring mechanisms that may include the
ability to audit auto-forwarding rules on a regular basis. In an Exchange environment,
Administrators can use Get-InboxRule to discover and remove potentially malicious auto-
forwarding rules.
TA0009 T1114 Email M1041 Encrypt Sensitive Information: Use of encryption provides an added layer of security
Collection Collection to sensitive information sent over email. Encryption using public key cryptography requires

41



TA0011
Command
and Control

T1056 Input Capture

T1115 Clipboard Data

T1105 Ingress Tool
Transfer

T1573 Encrypted
Channel

T1571 Non-Standard
Port

BASQUE CYBERSECURITY AGENCY m[ﬂJ . EUSKO JAURLARITZA

> GOBIERNO VASCO

the adversary to obtain the private certificate along with an encryption key to decrypt
messages.

M1032 Multi-factor Authentication: Use of multi-factor authentication for public-facing
webmail servers is a recommended best practice to minimize the usefulness of usernames
and passwords to adversaries.

This type of attack technique cannot be easily mitigated with preventive controls since it is
based on the abuse of system features.

This type of attack technique cannot be easily mitigated with preventive controls since it is
based on the abuse of system features.

M1031 Network Intrusion Prevention: Network intrusion detection and prevention systems
that use network signatures to identify traffic for specific adversary malware or unusual
data transfer over known protocols like FTP can be used to mitigate activity at the network
level. Signatures are often for unique indicators within protocols and may be based on the
specific obfuscation technique used by a particular adversary or tool, and will likely be
different across various malware families and versions. Adversaries will likely change tool
C2 signatures over time or construct protocols in such a way as to avoid detection by
common defensive tools.

M1031 Network Intrusion Prevention: Network intrusion detection and prevention systems
that use network signatures to identify traffic for specific adversary malware can be used to
mitigate activity at the network level.

M1020 SSL/TLS Inspection: SSL/TLS inspection can be used to see the contents of
encrypted sessions to look for network-based indicators of malware communication
protocols.

M1031 Network Intrusion Prevention: Network intrusion detection and prevention systems
that use network signatures to identify traffic for specific adversary malware can be used to
mitigate activity at the network level.

M1030 Network Segmentation: Properly configure firewalls and proxies to limit outgoing
traffic to only necessary ports for that particular network segment.
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M1037 Filter Network Traffic: Filter network traffic to prevent use of protocols across the
network boundary that are unnecessary.

M1031 Network Intrusion Prevention: Network intrusion detection and prevention systems
that use network signatures to identify traffic for specific adversary malware can be used to
mitigate activity at the network level.

M1030 Network Segmentation: Properly configure firewalls and proxies to limit outgoing
traffic to only necessary ports and through proper network gateway systems. Also ensure
hosts are only provisioned to communicate over authorized interfaces.

M1031 Network Intrusion Prevention: Network intrusion detection and prevention systems
that use network signatures to identify traffic for specific adversary malware can be used to
mitigate activity at the network level.

This type of attack technique cannot be easily mitigated with preventive controls since it is
based on the abuse of system features.
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4. Mitigacion

Prevenir un ataque del malware Remcos requiere de una combinacion de
buenas practicas, que incluyen:

Utilizar un filtro de spam de correo electronico efectivo y actualizado,
para evitar de esta forma, la ejecucidon por parte de usuarios
descuidados del malware Remcos.

Proporcionar capacidad de deteccién de posibles ataques de
ingenieria social y phishing a los empleados a través de campafias de
concienciacion, con el objetivo de disminuir la probabilidad de ataques
exitosos en la organizacion.

Verificar minuciosamente el contexto de documentos o archivos
desconocidos antes de abrirlos.

Configurar los clientes de correo electronico para notificar a los
usuarios cuando los correos electréonicos se originen fuera de la
organizacion.

Asegurar de que las aplicaciones de Office estén configuradas con
“Desactivar todas las macros sin notificacion” o “Desactivar todas las
macros excepto las firmadas digitalmente”.

Prestar especial atencion a las notificaciones de advertencia en
clientes de correo electrénico y aplicaciones de Office que pueden
alertarle sobre contextos sospechosos, como archivos que contienen
macros de VBA.

Utilizar software antivirus y antimalware actualizado para detectar y
eliminar amenazas.

Mantener todos los sistemas operativos y software actualizados para
protegerse contra vulnerabilidades explotables.

Realizar copias de seguridad regulares de los datos importantes para
recuperar informacion en caso de infeccion.

Limitar los privilegios de usuario y controlar el acceso a archivos
criticos para minimizar el impacto de una infeccidn.

Evitar el uso del gestor de contrasefias de los navegadores. En su
lugar, se sugiere optar por aplicaciones especificas disefiadas para
gestionar contrasenas de manera segura y confiable.
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Hashes:

- Sha256:
6c040340e398600d3f192f83b9cdb219171108c5d7d8ca14813fa48d
326d1a8b

- Sha1: 336fc5bc0da79cdad2076ebb55393e3fb7456ac4

- MD5: 1eac408f61ea7a336c934476f8597¢c58

Dominios e IPs:

- top.noforabusers1.xyz
- 91.92.252.36

Regla Yara:

Estas reglas sirven para identificar las muestras del agente Remcos en
sistemas Windows infectados.

rule agente_remcos {

meta:
description = "Deteccion de la ejecucion de un agente del RAT Remcos"
sharing = "TLP:WHITE"

strings:
$s1 = "Watchdog module activated" ascii
$s2 = "Remcos restarted by watchdog!" ascii
$s3 =" BreakingSecurity.net" ascii

condition:
//uint16(0) == 0x5a4d
//and
(all of (Ss%))}
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Apéndice A: Mapa de técnicas de ATT&CK
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